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Multi-Factor Authentication Setup Manual W

~For those who are going to display the second factor on the web browser for PC~
Feb. 21, 2023

Complete the all steps from Step 1 to Step 4 in this order.

SICTOMM Initial Settings

1. Preparation (Install the TOTP*! display application)
2. Formatting TOTP and the authentication setting

=YY+l Confirmation for the multi-factor authentication usage (Display TOTP on a web browser)

1. Display TOTP on a browser to confirm availability of the multi-factor authentication

SICIEH OTP mail reception settings

1. Register an email address to receive an OTP*? by email

NEYLE Confirmation for the multi-factor authentication usage(Receive an OTP by email)

1. Receive an OTP by email to confirm availability of the multi-factor authentication

#1 TOTP -+ Time-based One Time Password
%20 TP - One Time Password

Cautions
+ Be careful not to be visible to others your procedure of initial settings such as QR code and
setting files. There is a risk of unauthorized access.

+ Ifyou share one PC with multiple persons without separating accounts for each user, it is necessary
to use each one’s smartphone for multi-factor authentication because it is impossible to set up in
the PC by each user. Read the “Multi-factor Authentication Setup Manual S” for your settings.

+ Toset TOTP on multiple browsers such as in following cases, you need to change the setting
procedure from the second browser. Use this manual for the first browser and for the second and
later, use the Multi-factor Authentication Setup Manual Supplement 1.

o Display TOTP on multiple browsers, such as a PC at home or a laptop.
o Change your PC by staff reshuffle or buying a new one.

o Use multiple browsers on one PC.

For the latest information and its details, see the Multi-Factor Authentication User’'s Guide website:

https://u.kyoto-u.jp/mfa

Contact us:

https://www.iimc.kyoto-u.ac.jp/en/inquiry/?q=ninsho



https://u.kyoto-u.jp/mfa
https://www.iimc.kyoto-u.ac.jp/en/inquiry/?q=ninsho

S1CIIMM Initial Settings

1. Preparation (Install the TOTP display function on the browser)

@ Confirm the clock of PC in which you are going to set up TOTP

Calculation of TOTP uses the clock on a PC. Not being right of the clock leads to a wrong TOTP calculation, so
that you cannot log in. Adjust the clock by automatic setting or manual setting.

> Make sure to adjust the clock. Even by a few minutes' difference it hinders the step 1-2. “Formatting

TOTP and the authentication setting”.

@ Install the extension "Authenticator" in your browser

Install the extension "Authenticator" in your PC’s web browser.

> Select between two required browsers, Chrome or Firefox.

It is impossible to install the Authenticator into Safari or Edge.You absolutely
need to use Chrome or Firefox for setting up.However, with a TOTP obtained
via required browsers,you can also login with Safari and Edge. About usage

apps for smartphones, refer to the Multi-Factor Authentication Manual Supplementl.
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(1) Access to this URL and click "Add to Chrome".
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(1) Access to this URL and click "Add to Firefox".
https://addons.mozilla.org/firefox/addon/auth-

helper/
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(3) Click extension icon on the toolbar.
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(5) The authenticator icon appears on the toolbar.
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> Now you can obtain a TOTP (Time-based One
Time Password) that appears by clicking this

icon.
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(3) Click "OK".
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> Now you can obtain a TOTP (Time-based One
Time Password) that appears by clicking this
icon.

> If you can’t find the Authenticator icon on the toolbar, check the extensions list on your browser.
Depending on the browser, its name is different like as “tools” or “settings”.




2. Formatting TOTP and authentication setting

@ Set the multi-factor authentication system

(1) Access the multi-factor authentication setting site (https://auth.iimc.kyoto-u.ac.jp/user/), put your SPS-1D
and password, and click the “Login” button.

Kyoto University Authentication System
a4 > /Login

2—#—% / Username
#32 7= F [ Password

——
{ O = I Login

(2) Select “One Time Password (token)” from the pulldown menu and click “Select”.

Kyoto University Authentication System

8% 4 > [ Login

« TR | Select ».

RBEALERRALT I
Please select an authentication mathod

BES e Tim worh
Authentication Method [ Cine: Time: Passuad

The Institute for Information Masagement and Commusication (IME] IGT support cente

(3) Click "Click here if you have not initialized your one-time password (TOTP) yet."

Kyoto University Authentication System

T RA LR T—FOT A (TOTP)
One-Time Password Login (TOTP)

a=+H=% [ Username

PB4 LT F [ ]
One-Time Password

SOFF A HEEET S / Trust this browser

0% = I Login



https://auth.iimc.kyoto-u.ac.jp/user/

(4) Put your SPS-ID and password again, and click “Login”.

Kyoto University Authentication System

a4 > /Login

2—#—% / Username
#4227 — F f Password

——
{ O = I Login

@ TOTP initial settings

(1) After the QR code appears, click the Authenticator icon on the toolbar.
> If you can’t find the Authenticator icon on the toolbar, check the extensions® list on your browser.
*Depending on the browser, its name is different like as “tools” or “settings”.
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(2) Click the QR code scan mark in the Authenticator.
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If you carry out this QR code scanning and
registration despite that you had already
done the initial settings, your previous TOTP
registration will be cancelled. It will calculate
the six-digit number anew.

Although the message “No accounts to
display. Add your first account now. Learn
more” appears, do not care about it and click
the mark of settings.



(3) When it changes into a scan mode, drag around the QR code.
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(4) Click "OK".
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has been added.
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(5) Click “Registration” to link the Authenticator in the browser with the multi-factor authentication system in

campus.
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Please read the QR code by the OTF application




3 TOTP confirmation

Put the six-digit number appearing on the Authenticator and click "confirm".
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: = S ",;... n'.,:;;}.alm f ; e Make sure to carry out this “Confirm TOTP”
(-~ o = step, for completing preparation to link the
9I83934 — app and the authentication system, or you

1 will not be able to login with the TOTP that
appears on the Authenticator if you stop the

settings at this step.

One-Time Pasgwor

Cinaciine Passwiord 983934 B B If the clock on the PC isn’t correct, you can’t
""""" be authenticated/login through you put TOTP

@ R /the six-digit number. To display a correct

TOTP, definitely verify the clock.

@ Logout from the setting page

After the window changes to the setting completion screen, click the menu icon that appears on the upper
right corner and select “Logout”.
> This Logging out is necessary for the next step that is operation confirmation of the multi-factor authentication.

)
Login ID: =
One-Time Password Settings
Secret has been set.
Login ID: A X
One-Time Pusowera eoiings
Secret has been set.

Logout.




N EYoyHl Confirmation for the multi-factor authentication usage (Display TOTP on a web browser)

1. Display TOTP on the browser to confirm availability of the multi-factor authentication

@ Access to the staff portal and confirm availability of the multi-factor authentication

(1) Access to the Institute for Information Management and Communication’s site( https://www.iimc.kyoto-u.ac.jp/en ) .

(2) Click on “Portal Site for Faculty & Staff” in “Services for Faculty & Staff” on the home page.

Services for Faculty & Staff
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Popular Services
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e-Learning

Explre all services

(3) Click on "URL : https://kul.cybozu.com/g/” in "2. Access”.

1. Requirements & Rules

@ SPS-ID is required for use.
# Register favorites (bookmarks) on the screen after login is completed.

# Please refer to here for the recommended environment for using the faculty and staff
groupware.

2. Access

/_\

r
‘ URL: https://ku 1.cybﬂzu.com/gQ
\

s Enter your SPS-ID and its password to leg in. Multi-factor authentication is also required.

# After logging out, close the browser._See here for details.

3. How to Use

For information on how to use each function, log in to the Faculty Groupware and follow

Manuals/ FAQ > Faculty Groupware Manual.

(4) Put SPS-ID and password, and click “Login”.

Kyoto University Authentication System

o#'4 > / Login

2—#—% / Username
#4227 — F f Password
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{ O = I Login

It may occur that the following “Select
Authentication Method” screen appears
despite that this screen doesn’t appear. In
this case, it is not a problem to skip this
process.


https://www.iimc.kyoto-u.ac.jp/en

@ Selecting the Authentication Method

Select “One Time Password (token)” in the pulldown menu and click “Select”.
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® Login with One Time Password

Put the six-digit number appearing on Authenticator, put a check in “Trust this browser” and click “Login”.
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One-Time Password
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By putting a check in “Trust this browser”,
you will be able to login only with SPS-ID and
password for a certain period.

@ Authentication setting completed

Do not put a check in “Trust this browser” if
you share the PC with others, or it may
reduce security.

When the screen changes into this, the initial settings have been completed.
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> Do not close this window and proceed to the step 3. Ensure to carry out the step 3 to deal troubles
such as not appearing One Time Password and broken down of PC.




SICTEH OTP mail reception settings

Settings for receiving OTP via email.

> This OTP receive settings via email is for dealing with the case of forgetting or breaking out of a
smartphone. It is supposed to be used when you can’t use or confirm TOTP.
Register your email address that is NOT your KUMail address and that you can check in your office
by your smartphone or web browser, because with your KUMail address, confirmation to receive is
too difficult.

1. Register an email address to receive an OTP by email

@ Set up an email address to inform in "Account Settings”

(1) Access the Setting Page (https://auth.iimc.kyoto-u.ac.jp/user/) and click the Menu icon appearing in the
upper right.

as4 »ID: =
F—L
Ull G Suite - Gmail @ G Suite - Google Drive
I :::l G Suite - Google Calendar |E_-[ G Suite - Google Sites
(2) Select "Account Setting".
as4 ~ID: A X

T h7 > FDRE / Account Setting

T a4 LS AT — FOEE / One Time Password Settings
R—4
FIDOSBEE 7/ <A R DR / Registration of FIDO Authentication Device

A asute-ama 2777 H
I aam | G Suite - Google Calendar |E—-I G Suite - Google Sites

="

(3) Put your email address for receiving the one-time password and click “HEZR X — JLIX(E".

> Do not register a KUMail address ! Inscribe an email address that you can receive with a web
browser or smartphone in your office. Also do not use an email address, even if it is not KUMail,
that is settled to forward emails into KUMail address.

Lol = Do not register a KUMail address !
Account Settings ky v 0'1a@ky0t =tac.]p
BIE/Languags Engtish (United States) -
Notification Mail Address l T
WZA—EE i References :
i KUMail: Kyoto University Mail for faculty and staff
E http://www.iimc.kyoto-u.ac.jp/en/services/mail /kumail /
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https://auth.iimc.kyoto-u.ac.jp/user/
http://www.iimc.kyoto-u.ac.jp/en/services/mail/kumail/

(4) Confirming to receive with the registered email address, click “Update”.

-

Login ID: ]

Account Settings

BIE/Language Engish {United States) -

Notification Mail Address

WZA—JEE

(5) Setting has completed when it appears “Setting has been completed.”.

-

Login ID: ]

Account Settings

Engtish (United States) i

Setting has been completed,

N Hl Confirmation for the multi-factor authentication usage (Receive an OTP by email)

1. Receive an OTP by email to confirm availability of the multi-factor authentication

@ Confirm completion of Step 3

(1) Access to the link for logout (https://auth.iimc.kyoto-u.ac.jp/pub/logout.php) and logout from all

authentication including the multi-factor authentication.

Logout.

Ensure to access the URL and absolutely to
logout. Otherwise, the next step “Select the
authentication method” is skipped and you
login directly, that means you cannot
confirm about OTP receiving settings.
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https://auth.iimc.kyoto-u.ac.jp/pub/logout.php

(2) Access the multi-factor authentication system setting page (https://auth.iimc.kyoto-u.ac.jp/user/),

put your SPS-ID and password and click “Login”.

Kyoto University Authentication System

A4 4 > / Login

a=1=% [ Username
#2A 77— F / Password

The Insitute for Infarmation Masagemant and Communication (IIMC] ICT suppert cester

@ Select the authentication method

It may happen that the following “Authentication
Method” screen comes out without this
screen appearing. In this case, you can
proceed to the step.

(1) Select “One Time Password (token)” from the pulldown menu and click “#3R/Select”.

Kyoto University Authentication System

044> /Login

BEXS sionetrod | e 8

S ——
iR | Select 2

BESLERAL TS
Please select an authentication method

The bnstitute for Information Masagemant and Cammunication (IME] 1ET supgart sente

Kyoto University Authentication System

T LART—FDT A (TOTP)
One-Time Password Login (TOTP)

a=+H=% [ Username

PB4 LT F [ ]
One-Time Password

SOFF A HEEET S / Trust this browser

0% = I Login
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https://auth.iimc.kyoto-u.ac.jp/user/

(3) “Confirm” window for sending the one-time password appears. Click “Yes”.
By clicking it, a One Time Password will be sent to the email address that you registered.

HEE / Confirm a

A—NFELAEBRE LA, 7¥51h
SKAT—R(OTP)HEEBENET,
RiERFENZERTEHUTICA—ILEHER
L, BWieT AL T=FEAALTL
&N,

A=NFRLAEEREATWEWG R, Wl
73 mmsmeys—lc7vy1LaI—k@©T TP)
Or PEEan®d, T¥5(LAT—FRE P)

DIEHICEREY I—ICBELEDEEE
(W%

a—F—1

FrRAL

One-Timt If you have registered your private email
address, an one-time password (OTP) wil
| be sent to you. Wait for an email with O
TP without closing the next page, and en
ter the OTP on the page.

An OTP will be sent to the ICT Support C
enter instead in case your email address
; has not been registered. Please contactt .
Click he  he support center to get your OTP. ¥TP) yet.

I—— Lk S

3 One-Time Password Login

Put the OTP that has arrived at the registered email address, mark a check in

“Trust this browser” and click “Login”.

Kyoto University Authentication S

TyEALRAT—FOS A
One-Time Password Login
(A —1LTDB{E / Received by mail)

2—#—4£ [ Username
FwRA LART—F [ [ |]

One-Time Password

O @7 T2 EBET & / Trust this browser

BMEA AT FLARE T2 LA 27—F&EELELE o
OA—ZERALLY, BERFI Y ERTLEELWI Y2/ LART—
FatEic Lo TIER R L,

Your one-time password has been sent to your private mail addres
5. Please do not close this page nor press the Resend button in ord
er not to invalidate the OTP just sent to you.

The Institute far Information Mansgemant and Communication (IMC) ICT support center

@ When this screen appears, the settings have been completed.

By putting a check in “Trust this browser”,
you will be able to login for a while with only
SPS-ID and password.

Do not put a checkmark in “Trust this
browser” if you share a PC with others,
otherwise it leads to decreased security.

a4 ~ID:

G Suite - Gmail G Suite - Google Drive

G Suite - Google Calendar G Suite - Google Sites

B 7 I— 77 =T / Faculty

Password Maintenance
and Staff Groupware

=
=

e e @) [
m

For those who use other PCs due to remote
work, login by the way of “Step 4: Confirmation
for the multi factor authentication usage
(Receive an OTP by email)”. For those who
want to obtain TOTP from other PCs also, see
“Multi-Factor Authentication Setup Manual
Supplemental 1” and export /import your
personal setting information.
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(5) Click "+".

QR code isn't scanned ?
(1) C||Ck “O K” on the error message ” U m’eCOgﬂlzed p8tback=hitps%3A%2F%2Fauthiimckyoto-uacjp%2fsa.. B W (8 M &
Authenticator @/

QR code” window.

auth.imc.kyoto-u.acp says

Unrecognized OR code.

N )

(6) Click “Manual Entry”.

pltback=https%3A%2F%2Fauth.iimckyoto-u.acjp%2Fsa..

(2) Click "When QR code can not be scan".

E Y E
Q

® Trares =+

3 OB s

o
Scan QR Code

T i o heiRT— FORE / One-Time Password Settings -

EZIF / One-1

(7) Put “KyotoUniversity” into “Issuer”, paste the
copied character string into “Secret” and click

“OK™.

pétback=https%3A%2F%2Fauth.iimckyoto-u.ac.jp%2Fsa...

Q
i Issuer
(3) Copy the character string on “Secret”. P ‘
. <+ g ; Secret
-QH = =X E / One-1
» Advanced

Legn 10

T E A LR T — FORE [ One-Time Password Settings

(8) After confirmation that the six-digit TOTP displays,

click “Registration”.
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-
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T2 E A LsSRT— FORE / Onel

(4) Click the edit icon appearing on the Authenticator.

= (m] x

® # X N a4

Biback=https%3A%2F3%2Fauth.iimc kyoto-u.acjp%2Fsa...
E 3 Authenticator

L No accounts to display. Add your first
EXFE / One-1 account now. Learn more

(9) To ® TOTP confirmation




